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1. FH.: Jil https:/buy.wotrus.com/, fidids B “BRAEM” , FI)E, ik
B EHIE ) SM2 SSLUEH2RAY, ik “rRISE” , HEMXER, Ui
Ak “FHEA”

2. F# CSR AR T H: midii@38 CSR R CSR ARk T H B @it
https://download. wotrus. com/wotrus/WoTrusCSRTool. exe N#AE MK CSR 1.

3. fl# CSR: 1217 WoTrusCSRTool.exe, Hi A FHEUEFS B4 (24 UE BT
B ORI AR AR, Sd I CSR, ARJEHE CSR AL, key fRAF R K
(BRikdr ZEDA), AAPISMEFE RSA FIEZE SM2 2 Sl HEAT — KA CSR [k
fE!
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=, HEEE
1. Linux #1E&R%;
2. Nginx -1.14.2 X UL ERRA (e BBRRERD » M #bE
% :http://nginx.org/en/download.html;

3. E% SM2 #b, F#EER https:/www.wotrus.com/download/wotrus_ssl.tar.gz;

4. JKiE[E% SM2 SSL iE45;

=, ZERIER
1. &3 Nginx(CCH4 PA nginx-1.15.12 %1, H 3 N/usr/local, F MR HESEBRASEE 4
YERIAT);

TE%2 % nginx 7, 75 EMR RA L T gec-c++. pere-devel A zlib-devel # 44

(1) « B LEdPIE T nginx K45 ELA1 wotrus_ssltar.gz, FAEZ linux #:4E &
Sifust/local/ BT, 7 mlff % s

(2) ~ cd #t N nginx IfifE H 5% usr/local/nginx-1.15.12, AT ./configure
--prefix=/usr/local/nginx  --with-http stub_status module --with-stream
--with-http ssl module --with-stream_ssl _module
--with-openssl=/ust/local/wotrus_ssl(iX . H g€ T U/ B R, HAWBEH
ATHEIN)

(). FRSSBPATIENRSG, FHiIN make && make install, 4ii¥ nginx. ATIZ
B, AAREs, WFoRgwmEEmTh, FROTGE RS R AT I R

make[1]: #** [/fusr/localfwotrus =ssl1//.openssl/include/openssl/=ssl.h] F£FiE 127
make: ***% [build] Error. 2

w E R BRI R, WFEEHEN nginx-1. 15. 12/auto/lib/openss] H%,
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vi/vim %45 conf SCfF (A e #4m) , $REN N s B9 DUAT AR :
CORE_INCS="$CORE_INCS $OPENSSL/.openssl/include"
CORE_DEPS="$CORE_DEPS $OPENSSL/.openssl/include/openssl/ssl.h"
CORE_LIBS="$CORE LIBS $SOPENSSL/.openssl/lib/libssl.a"
CORE_LIBS="$CORE_LIBS $OPENSSL/.openssl/lib/libcrypto.a"

IOSE
CORE_INCS="$CORE INCS $OPENSSL/include"
CORE_DEPS="$CORE_DEPS $OPENSSL/include/openssl/ssl.h"
CORE_LIBS="$CORE_LIBS $OPENSSL/lib/libssl.a"

CORE_LIBS="$CORE_LIBS $OPENSSL/lib/libcrypto.a"

PRAF )5, SotAT make clean, HEFIPAT (2) 2P, /configure F(3) 2PN make
&& make install;

@) FiFEJE, cd #EAN/usr/local/nginx H, H

/usr/local/nginx/sbin/nginx —t fllE 5 IEH, IEH %I usr/local/nginx/sbin/nginx

JA 3 nginx;
Ps: FIRDIRFHH F B2 WA H 5%, BAAREEA, 1ERE S A5
2, BRE ssL

(1)« NESSLIEP, HiFIETGE, ¥ TEER WA zip BELEE, 7002 SM2 %
AAUETAINEIE+, 3 7l fiE 15 2 for nginx.zip B crt XA

(2). A% SSLiFH, cd i3 A/ust/local/nginx/conf, it sm2 Hk, K b E i m
A ert SO LK B CSR B A T B AS key SCIFR(ZE44AE 154 3 domain.com_sign key,
TnEUEH %M domain.key en.key) A% &% H 3%

(3). FCE SSLiEF, # A/ust/local/nginx/conf, vi/vim 4% nginx.conf S, #4hn
WHEE, RERAE

server {
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listen 443 ssl;
server name domain.com,;
ssl_certificate  /usr/local/nginx/conf/sm2/domain.com_rsa.crt;

ssl_certificate key  /ust/local/nginx/conf/sm2/domain.com_rsa.key;

ssl_certificate  /ust/local/nginx/conf/sm2/domain.com_sign.crt;

ssl_certificate key  /usr/local/nginx/conf/sm2/domain.com_sm?2.key;

ssl_certificate  /usr/local/nginx/conf/sm2/domain.com_en.crt;
ssl_certificate key  /ustr/local/nginx/conf/sm2/domain.com_sm?2.key;
#AGMCE S AAETS, EEMF IR, 22 INEIEHAAH key AR —4H!
ssl_session timeout Sm;

ssl_protocols TLSv1 TISvI.1 TLSv1.2;

ssl_ciphers

SM2-WITH-SMS4-
SM3:ECDH:AESGCM:HIGH:MEDIUM:!RC4:!DH:!MD5:!aNULL:!eNULL;

ssl_prefer server ciphers on;

location / {
root  html;

index index.html index.htm;

!
PLEANCNZZ, HARI server_name, UESAAHK, UEHAFHME K, location S5 & iF
PR S PR PR S L !

(4). KM, AT usr/local/nginx/sbin/nginx -t, A E &G IEY , 1% ST E:
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[root@localhost nginx-1.15.121# susrrslocal nginx/sbin/nginx -t
Use GM signing certificate.
Use GM signing private key.

Use GM encryption certificate.

Use GM decryption private key.
nginx: the configuration file susrrslocal nginx/conf nginx.conf syntax is ok

ngink: configuration file ~usr/local-snginz/conf nginx.conf test is successful
WRAERER, ERER S HEAE R, HRERIER!
(5). HJA nginx: 4T /usr/local/nginx/sbin/nginx -s reload, 5 nginx !

9. Al SSL &

AR IE A W Y 2R https V7R, T ZcH AL https:/www.mesince.com/zh-cn/browser
NG, WA, EHHERA %N https:/domain.com(iIE 15 52 BR 4P 5 544 )i 2 75
REIE R U5 1) AR s /INGR B, ek IR U7 ], BB ORI K Bl 22 4 2H 45 SR A AT 443

g - (SSL M & o 1) o

. &4 SSLiEH
T TR zip TEATALRT 322 RO AAE key SCHE&, DB E R, S5 S:qd i !
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